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<Pbstract)
A Study on Mandatory Cyber Liability Insurance

Young Joon Park

Development and advancement of internet technology offering
more convenience in our lives, but the personal information could be
leaked in the course of using it and the using process itself is
exposed to the risk of hacking. When private information leakage
incident has occurred, it is very difficult that victims prove their
damages. On the other hand, company have trouble to managing
their risks related to information leak.

Cyber Liability Insurance(CLI) is one of the most useful method
that help companies managing information leak risk. Cyber liability
insurance cover companies’ liability to third-party damages which
caused leakage of the private information. Cyber liability insurance is
very popular in America, but in Korea, it's not.

In July 2011, two popular web sites, Nate and Cyworld operated
by SK Communications were hacked by a Chinese hacker, causing the
private information of 35 million users to be leaked. In 2012, KT
Communications’ data server were hacked by an hacker, causing the
private information of 8.7 million users to be leaked. And, in Jan
2014, three major credit card companies (KB card, NH card, Lotte
card) leaked 105 million of their customer’s private information.

In the wake of such accidents, several legislative bills which
contain mandatory cyber liability insurance were submitted to the
National Assembly, such as the revision of the Personal Information
Protection Act, the revision of the Information & Communications
Network Act, and the revision of the Credit Information Act.
Especially, in March 11, 2015, the National Assembly passed the
revision of the Credit Information Act which contains mandatory
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cyber liability insurance(Art. 43-3). It is enforced from Sep. 12, 2015.

In this article, the author insist on mandatory cyber liability
insurance would be helpful for both of the information company and
their consumers. And the author suggest adopting mandatory cyber
liability insurance in the near future on the Personal Information
Protection Act and the Information & Communications Network Act.

Key Words : leakage of the private information, cyber liability insurance,
compulsory insurance, Personal Information Protection Act,
Information and Communications Network Act, Credit
Information Act
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