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CPAREEECE E SR B
o3t AAKY

o] A #F-H & A

<XIH|>
I.M & V. &5 o=l Alelz|az A= WA
A%
1. siaatelelzaze) Adat gig
V.4 &

[I. d=rgdgAe] 9%

FHO| ¢ sl gatolelm, Aelaie, AR, A, Aol a4, 2l e,
Ao, WP Aol i, SR Aol Sshh,

S

<IZEES> WA7IH] 2] AR o] 83t siEEAI el o7 7HA] 1@ el
ot Iedl= AE, FAx FE T ARG AFe] 7B 2 Sldaclelglort, el
AR5 gsl|7]ee] Wl wlet A7 H7 ek o o] $19] s A A
Feoll AesA] ek 53] H5A 37|l AEM 7]k AR 7)) PEHHA] At
o] slale} 71e] RUER, Seli$lA)7|E ok o] s itAtelHE T FH R oz o
FES elol] FARMA|TFAMO)IME s bl ~Te] A2)7|ES Alsla Aelqt
<+ B3] (RIS A FAS 731 3ok B3] 20214 19717 7180 ARk
TEAZASM codeyel] s AbolE] T ol St W8-S wkedd AE o773t A1
3l sl e} Z=re] A slelMe UEe] s Akl SR |EE 2A3slaL s
e R QISAMIAE AR, s dAtelH el aTel AT WA ol Akl 7t
ghs oo el ALY A] Q1A AjE o] T2 AR F ol JHIAYAE
FAoR I Aol A ek CL380)ol 3 A& FAIZF A7IE A 53] B5
ARl FAPEAQ] Alew FAel| 7]Qlste] WAL E3fjell Heir 2 BT BERA o
55 HEe] shes 71 Rl W8-S siAlsIleh AR e AR IAMEE Au|el vlEe]
QA SR AGAE iRk sl ATel ds =K FRPIE 8-S 23R
A=42 dge] aslee AldS stk
* AR}, st HIPAE ] Ay WL ) AL AR B

slejgte|ggle 44, wedisty dubled A whAEAL

- =S Y(2020.05.31), AAPIAIL(2020.06.11), AANEA L(2020.06.26)
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LA E

M A 7R B (World Economic Forum)ollA] 2014el] W7k B Aol uj=m
gk Qdf AAlel oFske FE s H1¥(Systemic Risk)2Z 73415 213 (Economic
Risks), 337 ¢|¥(Environmental Risks), A& $18(Geopolitical Risks), AF2]
2] 9] (Societal Risks), 71E3] $|¥(Technological Risks)= A&k o] 7|4
714 18 Abeld H2l, ARBIZMIAAEL] 23, dole] A 55 xshH,
Soz el wet A AlA 71993k iele] Al & wjsizh A 71 Al
7] Wgell siASel 23 Al"lzst 9 ZFE Y FoNE sk ol
g 71 APE A disshke Aol v 23 IRk 2K

Ale] el wel sir]dER AReede] A B e SRE s
AREE3AR) eonavigation AJ2E]L AwlESH £ A WEX TRk A7]E =
= ZdAnlel] AA HEHow =okar e, MEE 7lEe] =YEsS
ol 714 913, AbelHE]Tel At FoAde] ol Zlo|es)

el AR FAARE seakddel A SEskaL 7] wiEel setek
olxje] AtoE|aTe] didt w=ol= vig- FR3pkd 23 A 7 Al
o AR A I9E 2”lel® EBetar AEHRl sl7ERt Aok
o W B ARIEedE B3l B 5 Al A elar oAl ERA
HIAE Algsisiar 22u e 7]ee] =Y Mo el ZEA
F3 A2 AR, HEA BT E sk, d2e sealdiel AFEAE 9
e diecler dirent weh derdEe] AwHsil 2@ dxy 93
7hed SRl st el T gt due ko ® WiEA] sjof & 93t

2 fe

I

1) World Economic Forum, "Global Risks 2014, 9th Edition, 2014, p.12.

2) Ibid, pp.12~13.

3) o|&dwt, “AEF3PAEN] 8k I A o
111~1149.

4) FEIERS] EA] uzd S5 V)FoR S 1319802 Sl AA IAlebske
99.7%% ARt KOSIS (SFEWSY, WEH-EPEAAET, 2019.4.17.,  <heep://kosis.ke/
statHeml/statHeml do?orgld=116&tblld=DT_MLTM 662>, (FE7348Y: 20 59 18Y).
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A7, TEdiEe WIRREEIEE, 2018,
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AR F shtolt.

53], AEraddte] Gl AboE|anTe) FoAll oS R 7
d, #Ae] AtelHE]Tel of-3-2 7] B nls| 53 Aeeir] A3
Hpo] L3 ool AtolE| Tl Higt dlg AAFeoF & Holelar A7
) =)

o] ERelAE At Tl HigE 7182 =25 ARy, A" WA
Aol sl w=elelaat gt =3 s R AL dies EEiA ARE
A=) U B

II. si7drleIE]~=9] Jd=} A3

L 3ol 2= A

7Ide] X Adulel ARk oy Fela] Alelw FAL] diite] & &
ek dubom Ak sjitell wRiEe] 2]l ATo| AFHH e|me AFH
ol +87]%(Operational Technology) 719t S22 3=t sl Sl At
o] Ao} 718 AgHAd o] SAke] ARell wisl Alel] FA<] tjAloz A
FalA] gk Zmo] glk Ty Antellx] AR EA7|<E(Information Technology)
¢} 87]%(Operational Technology)A|~8le] F3tE 31 <ABIE B3 A=
Al sAteIHB T T a4 ER SIS

ZAHA | THIMO)YE s AALe 2] 2T maritime cyber risk)S 7|4 AMibo]
AN Adstelut A 2sl fl3e e 5 olE AoEA, AR F2 A 2Fl)
24, 24 F2 A5 A3 27e] st AT AR, oK E2 Bel

.
AE Zfeke Zlor Ao sles TP SRk AR 47 =

5) ol&F, AAEE 1124

6) OT(operational technology) A12~BlS F7 E2)#el 3738 EAI8}, IT(Information technology)X]
282 glolElE edghtl oTv BRIl Adrlel RS AH BUEE Y BAlRRE dhesle]
2 2z Edeld Uaikt) wh 1me ARAR A7 bRt Ve & Az ELe], sfusled, B4
71% 55 3L A oTe} ITE TEEE idelsi o), lEMe] B8} FolxwA WY
2 o35 Aa®lo] 9= o1} ITE AxF 2 AAZF 23R gl5E (BIMCO et al, “The
Guidelines on cyber security onboard ships”, ver 3, 2018, p.5).
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2AAE B3 Tk oljHARIEe] §o] Festne FRIE =5l w
E 284 A 245 A 71N S sl Refelth 12 FAlol 1%
el S AR 5 719 el «ﬂvﬂ N Altte]
WEA $edxne] ekl ol $uiAMEE 3l Sl dukee]
A, |zl Al 5 HaRRt Fopell Rl ﬂl/«}i%—ol sl oleigt
Fellx] FdH oz Aol Mokl FHepgo] xEH: B AMRTIAEC] Alel
A WrlRke 94A sdelxe Tsle A ==uA] oo, Haat
55 EEle] Fsiate] FhElE A AR

2. Alolv]gA FHoF Fofel HT A
(1) Y= ESA[ZRIS T MESE F[oF 20f
o= APRFAAEE3] AR F Y3 (Joine Hull Committee)®] B 1Al
w2 Addlelld fz2e] =45 71 F Atel FA9 tide] | 7Pl ¥
<= Hoks o Zrs
O SLIAIAH

VeIt 4G, 5G T WS B3 1S clarat ZuielA Apolue)el
wEHe] Tt WIS AAE gor} Aol FTANSE $145A19 webiAE
shEelma 4 gl e AT 71ee AT Qe sl ek

@ AHERIA|AE|(Asset Tracking system)
GPS9] 4Holx shiel AASHA| B TElEe] o] 58 FH3h}
ezl Al F shle AAE vg =xixiEkl BEE Aupde)7)ammendl] £

7) “Maritime cyber risk refers to a measure of the extent to which a technology asset is threatened by
a potential circumstance or event, which may result in shipping-related operational, safety or security
failures as a consequence of information or systems being corrupted, lost or compromised.” (Section
1.1. "GUIDELINES ON MARITIME CYBER RISK MANAGEMENT*, MSC-FAL.1/Circ.3, IMO,
2017.7.5.).

8) Joint Hull Committee, “Cyber Risks”, Joint Hull Cyber Rusk Information paper, 2015, p.19-21.
LMA &3 ©)A] <https://www.Imalloyds.com/lma/underwriting/marine/JHC/JH_Circulars/JHC_Circulars/
JHC Cyber_Info Paper.aspx>, (FEZMY : 201 69 189Y).
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3) Abe] Gps AT} ANE A9} ol Aee) At 1 qleel
so] Gpsel jEshe o] vS- ek

® Saiec ZFE

el AlaEle B3] e FEa dole 4w} ey
A47]3e] gl QI °=17é°] 4 BAksle] glojef g, SRk )95l
. Zehes Aol HolelE A Glome, ol2Row A st
FAow UFE A HuF 4 ok AlNe) Fes ARLos A%
ST SAelde] 1A Bl gt

T

oJEf 2LEE

QA Aol s 719 B8 Foln AHERE A 98
B 2oEY Ao Aol £ s 4 s 2de) 4d) 5

A
=
()
%
a.
g
il
e
2
WN
rlr
it
<
i
)
2
o
S
kr
30
b

® ARERIE{A(Internet of Things)
AFZRlE] 7]&L wE 2o W3 ARE AFs Todty 94 A 5
A= shEt Yoz zARE A AAase] AMEEMloz AR -8
b BHREA =2E 4 itk

® AISEoiEH|(E-navigation)
FAAP|FHIMO)NA FE313 Q3 e-Navigation< 2PAIHH sAEPE Al =
A Aleh SN S B AT S, B4 wE B 9 RHs A4
AlzElelet 3k Bl IR A o] FANE B3 aidelxe] obdat ®eks

9) 20164 44, 53] AP AXGPS) A=t wako g | shyr|e}l Adut 110vi7} of3ks k2 A
o2 BEEgeh sid 7)ol Ak GPSE Hx 3y %}‘]i ALY B nH l )7}
Slol 3 2 5 AEA Tl gk e (d3, AL Gps wEkel shgr)-Adut
1109 ofgk--TEl= glo, AR 2016 4€ 19 7]/\]—<https://www.yna.co.kr/vxew/
AKR20160401061900017>, (FE4AY . 201d 64 189).
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Z2181 oS R38R o] e-Navigation®] FAolch10 A 571A] A
Hh Fopel| Wit /iNE B e Adwe] 74, AFs B, Awadue} 35
Are] 53 =33E ARFA], VISAHH|E A Felohin T2 Abe]s] Bk
2o AE e-Navigationo|A] 2751= ksl W9)e] Baa el Aoy 34

o o FHopsA & = ik

@ AE2dd

AP ITFAMOyE 2018 A9zt sjARPAAAZMSONA A3kl
(Maritime Autonomous Surface Ship)e “TIoFst 4572 z&xtAlA Algte] 7HA
glo] FHor 25 4 Qe AP og Aok o= ARBAIES v}
2o QFARs ARERIEY, HdelE & & &8s Adre] Aol 3
AEE SN AzEe R mUBSsie At W BRI AEE 14 Ad o
Alespr Zbg At 7|2 ES BR IlskE AlAlRA & 4 Qe 20199 =
A1l Ao1ak sARFASI DS = Ao A} As]ed]
I A2E 7]akdR)ZE oBEH] odElar 3R Sl A O T8 =S

10) E-navigation is defined as “the harmonized collection, integration, exchange, presentation and
analysis of marine information on board and ashore by electronic means to enhance berth to berth
navigation and related services for safety and security at sea and protection of the marine
environment.” The e-navigation Strategy Implementation Plan (SIP), which was approved by MSC
94 in November 2014, contains a list of tasks required to be conducted in order to address 5
prioritized e-navigation solutions, namely: (1) improved, harmonized and user-friendly bridge design;
(2) means for standardized and automated reporting; (3) improved reliability, resilience and integrity
of bridge equipment and navigation information; (4) integration and presentation of available
information in graphical displays received via communication equipment; and (5) improved
Communication of VTS Service Portfolio (not limited to VTS stations). IMO -&3|0]%]
<http://www.imo.org/en/OurWork/Safety/Navigation/Pages/eNavigation.aspx>, (FEHAY : 20 642
18%)).

11) -3 e-Navigation AFISMART-Navigation)= 20205 7] Seluel sjA Ao =3}

e-Navigation © 2 ‘?1“11]%“7\]'7]:|L(IMO)9] e-Navigation el 01/\\‘_],01:]_?} AA A AR A

55 F7I8le] fEdel s FAel X3 AEd AlaEle s BHeR A g

ok siARERlA, AR sekeld Bt sk s HAE) s oAE A B AhIaE

A3 sl elel g} 83 e-Navigation ARIEH B9 o] 2] <http://www.smart-navigation.org/

html/SMART-Navigation_New/about_smart_navigation.php>, (EEZHAYL : 20 6¥ 18Y.).

IMO &4 o] A] <http://www.imo.org/en/MediaCentre/PressBriefings/Pages/08-MSC-99-MASS-scoping.

aspx>, (7MY 1 209 649 199). T ALANE AR Lol T, AmfEA

u), Az, ARl AR § e JHRE AN Qe ofe ARt

o Aguprel] gk Mz o Jide HedF Aoz ARG el i, AAEE, 20~21).

i

o

12

~
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=

= 2R Tlol=eiele WEEFTHMSC. 1/Cire. 1604). AFE-g-3FAduke] A)3)-8-8o]
glo] AlAElZE 7bdR]E siAbAto|HR] AT R3] dB|d ¢ JIES dh=

AAZ ZAE FHsleE ALY YTh2.10%).13

(2) 22 SHALZOOIM LS AjOJHI AT B2 Al

el @ A AR shakRella TR Hze) Aeligaz ¥R Abx
Ao,

‘_,

@ World Fuel Service(WFS)

2013300 AAAQl At s-f- T34k WESE RIEk 1,800% 2Eel Hele
AZF AP AL H9H WS vl 22Es ARJsle] 71
Az4 YAAAE Aedslela, WESE ool we} ofe]HB]TAE dAglel] AutE
o] ARl F2Ael ASHE TH3k olF WFSE Pl oF 1,800%F 22
o] dAsdF ATME AEF et v 2Rl T8s 42 AR 71E

o] k&% Wl Hsickio

@ AP Moeller Maersk
20179 64, AAIRHS] AHARR] Maersk a8~ T1E52] KA AElo] M| A=A
ol FMA9ole]l NotPetya® AlolHgAel IS Ulorm T2 olsl] FEAz]e}
gl Aol RS WEIIITE Y 342=E QS| Maersk LHol)
43F APM terminal®] Bl Q1% 299l V"= Al 767 SRkl 3HEA
2] A A7} sl er] dexl &4 FRE of 398 EEhh)

4

o

13) IMO, “Interim Guidelines for MASS Trials”, MSC.1/Circ.1604
2.10 Cyber risk management
Appropriate steps should be taken to ensure sufficient cyber risk management of the systems and
infrastructure used when conducting MASS trials.

14) Ship & Bunker world news, “WFS in court over $18M bunker scam claim”(2014.10.13.)
Ship & Bunker world news e °]7<]<https://shipandbunker.com/news/world/670152—wfs—in—court—
over-18m-bunker-scam-claim>, (7MY 20 69 18Y).

15) Reuters, “Cyber attack hits shipper Maersk, causes cargo delays”(2017.6.28.)
Reuters &3] )] <https://www.reuters.com/article/us-cyber-attack-maersk/cyber-attack-hits-shipper-
maersk-causes-cargo-delays-idUSKBN19J0QB >, (H|Z7Y: 204 64 219).
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® COSCO Shipping
20184 79, FF ZAALel COSCO d1$-e] n] EN|X|3} Pier | terminal
hrd R FooA|e} ojw|d AlAElY] 4 AT E5S ZEsE WA
A0l Ak coscox Auheed 9 ohE ARdEeklls <d3ke] Qitix
2hick 16

@ Aol MsfeiE| Als

20194 29, & ¥l 7S] v 8t pANge s Fek Ak A
seldoz 94 GHslels AR} sdsleh WIS siriEe] WA ekl
Bl Aot BlARe] WA S Ale] Aol mste] o
AT R AT A T 2 Ege

® ShEMAL M A 2RI ok

20194 39, W HAAR: AFsARaRAd HaAes 23 Adh 90034 &
+88h AXER, Al A AR Addte] ahAdgelel] s AW HIJ1ZSFEZE
A7) szl dAgleh Alulel]l wizsd WU AEAE ARger, ARs I
ds deitel g 7Hde] zgEE Zlow HaFeh 7" ARtsS 8}
s s HFEE EAsk %"élﬂ AsE Ao5E AR Aoz o
Ak AW ZHFE7E Aol s vhEE BAE EE dubdeed |
Al GA 5 Bl 7] wiitel &
9)it)19)

16) Wall Street Journal, “China’s Cosco Shipping Hit by Cyberattack in U.S.”(2018.7.25.), Wall Street
Journal &3 ©]X] <https://www.wsj.com/articles/chinas-cosco-shipping-hit-by-cyberattack-in-u-s-
1532548557>, (F15AML: 204 64 219).

17) Wall Street Journal, “U.S. Coast Guard Warns Shipping Industry on Cybersecurity”(2019.6.11.)
Wall Street Journal -E3| )R] <https://www.wsj.com/articles/u-s-coast-guard-warns-shipping-industry-
on-cybersecurity-11562837402>, (FEZMY: 204 642 219).

18) Fo[ s, gt g AAL Aut 3 alAddlle] Sl AtelHEl A FR- ok, Sl d Ay
2220199 39 30€A} 71AL <https://www.fanews.com/news/201903300027281755>, (ZF5ML:
204 69 219).
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® MSC

20209 49, Z28 AAR] MsCel ool $alo] of QFUZ FREl
ASRE 2 A AU S Ikl A=al i) e
Jusoz wgsglor) 05e] Slloz vle] gtushEl oPAJiTEele]
2 e R Gl olzA S T AL FUEgoL) B
Jo wme] Yoy vEge o) Ao $dsgish)

Qi oz AlolugAe] mkE slae] P $A AleiEeel e ol
M AFE BNg B e, Y19 WA Sl gk skl

T Aol 2lnme] 53

;

“ﬁ

o o

b

2 WA, FEFFAST 2Rl wE 2nlE
2 =5t SR, fﬂ°lE1 = A9A AR 3 g2, AR 34,
AEREe] Wi, AdeiA A4 Sl k20 AFE Al g oz s
157] ofrlelA]S hitel] WA= A A2 H4 408HElA FHd 1,098

ol €= Zlow FAEH

|
50

ha]

3. AlelwjE| 2= #A=] getell g FAIH =9

Slol At kel 7ol Aol el SRR Aleluusbabis) Wislod
MAIE] Atelelza Bepusiel B BAlel Folw ol et
Afelu] mste] o7k H7] olgle] =1E olT Akt 2 W sheslodel
Az 2Egol giElel=shs Ae] BAMoR ofele A97} Beke =9
M 714l ol%alA e AASS Adutol Hat ol F& A
S Aol BAS) AE Al Aol olele S glek

19) Lloyd’s List, “MSC shutdown throws spotlight on cyber security” (2020.4.16.) p.5.

20) Simon Cooper, “Cyber Risk, Liabilities and Insurance in the Marine Sector” in Baris Soyer and
Andrew Tettenborn(ed.), Maritime Liabilities in a Global and Regional Context, informa law from
Routledge, 2019, pp.103-105.

21) B3Akdellx "P°lt‘1 L3z Q&) AF7bed vEF ‘I'I'—'—L 36%8lx Hd| 83982 FAHYS

o, Z19FABD 52 P71 F A contingene B)E 5 FRFEN7} E Zow], 53] niapEE<l

Abo]H(Non-affirmative cyben) a7} A REEs]e] 57% WA 2%2 HFE-E AT Aoz

FA8cE.  (Cambridge Center for Risk Studied, “Shen attack: Cyber risk in Asia Ports”,

CyRim_Report 2019, p.06).

UN2] 20199 MAIFAIEA (Merchant fleet by flag of registration and by type of ship (2019.10.31.))
o m2d AFHEFOWD TR 34.4%°] Addte] 206e]4de] w73 Aldle] sl
b Axozrt B yEXoe] 5490l D8k UNCTAD EA &9 o)A <hteps://unctadstat.

unctad.org/wds/ReportFolders/reportFolders.aspx>, (FEZAMY: 204 64 219).

22

~
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T3 FA =elER e ARIe] Zdfele ARt AR
S AEHez Adslof sk, o] AelA ARte] Az Fo| AFH AlEE
B3l A =] 7S 22 AleElEy sXElflel ®XH o] H7| o=
APl ek W AR Sl AREEEde] SRR A3l
3l 37 T2 whies SsiAl AIECR ol siAelxe] diarE ARk
5 e Hedt A B 5 2 kS BRI ook FAR e
2 Sl Al ARl si7le "ok el HAHal JEE
A =a, Ao g3iebdel Al IS ol A’ e FHx B HE F
23t sl A 4= i)

olfelire ol2idt I W] $3 s drtolHR Tl HZE FAsAL
719, AR REY, AR 1] =elE AvRa) 3

(1) =HsHAR I=KIMO)

20171 6ol =AIBAPITFAMO)®] Alosat siARPASIAS MSO= =13k
F=]F2Kinternational Safety Management Code ; ISM Codey 3} “=A|Adu) = s}
THAJ A B2 International Ships and Port Facility Security Code ; ISPS Code)
o siifAtelHe|ATTe]el Azt Aoke AEsigict202n ALk A A+,
FRkEeAt & Akl Bkl olsiiAIREe] AxE FAE H3 gle A
At $133} FoPdE Mkl A= ow dAsleS 23] $13 Zloth
ZAoolellAl= Aol Ate|sialell Aoyl W SRl I ARRE
202147H] ISM Code28)ol] BIedaled 2] @ oJales- 3lar 3irk29) ISM code]

23) o|@AF, AA=E 1124,
24) o|FHF, AAE=E 1129,

25) AZYol A, S AEwAdate] WA AxALe] A7 A7, "iAbd AT, A2sH A3 E,
2016, 314~3154.

26) IMO, “MARITIME CYBER RISK MANAGEMENT IN SAFETY MANAGEMENT”, RESOLUTION
MSC.428(98) (adopted on 16 June 2017).

27) ¥, HAEE, 1129

28) ISM(International Safety Management) == ZA|S|A7 ] FH(IMO)l A AdRke] obd-g-8k) 3t

£ Bxoz Zo)gt s|E3|Ake] Q7oA 2B (Safety Management System)ell 3F A EFEF

Aoz Ante] E217 A 9 Alfle] ARl sl ohde} S]] Saliak B HAellA]

TR AES REkT AlEteS SRIsIAdRPI I 2KSOLAS)] Ao R 19949

2R L

=
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7Rl AAE ZIR SRkEARARPsCO) A oleh AR ARle] &
ojgfo] I Adte] AFIT £ qlrk FAld siAlPAA=] A SlelM=
AppolelElsTel st ARl AR QAL A A% AR 8FE
Srefsted s lelEl T Sl B el ekl Selslle Fholm
Slele shgtolnfel s 71 aag ofelsh o] AAsic

D Ay Ao AGREIA A AL A A A
Rolrk AR S Qs AR, AL HolE] B Sl e Ashe 7
9 By AEA T £ B S Sgeled ATl A
o Hxjsl sjAkeEe] dsA BAER= 2 Q) BR|Detect): A Alow] A}
e w7 913 ZRAINS) Welenhs el HEske Al @ Hle
(Respond): Atelw] AlZlo =z EARl Alglfgofut AH|2e] B3 AAHS
T8kl BHE Algsh] A3 ged AFE sl 73EE A © 57
(Recover): 131 918F s FHsla Alol] Aloz &AMl sAlslS
23] 2 Aol ALHE AU A

AR [T 27 The|meele] S 92 high-level) HIAFFOZ
TSR Sleks0 ool we} rle|=e] wixlet REQ]l Al4x BRI (best
practices for implementation of cyber risk management)ollA Rl FAHQl Ak
AtolwE|nTe] ek Bl= 32 71=flag state)®] 2TARNS Falsle
= 3k olok =3k sleskAQl BIMCO Sollr 2AJsE Adul Abol Hglell 3t
g 7te|=, SAEF7|H=ARN7IEH 93] AR A7 7%, vim=
FEFATA0 Fa¥ 7R AlelmEsl WS AR 7= & FXIET
Y33y

p

N

4

Ho

29) “ENCOURAGES Administrations to ensure that cyber risks are appropriately addressed in safety
management systems no later than the first annual verification of the company's Document of
Compliance after 1 January 2021” (section 2, Resolution MSC.428(98), 2017).

30) “These guidelines are recommendatiry.”, section 2.2.3. GUIDELINES ON MARITIME CYBER
RISK MANAGEMENT” MSC-FAL.1/Circ.3, IMO, 2017.

31) “4.2 Additional guidance and standards may include, but are not limited to:

1. The Guidelines on Cyber Security Onboard Ships produced and supported by BIMCO, CLIA,
ICS, INTERCARGO, INTERTANKO, OCIMF and TUMI.

2. ISO/IEC 27001 standard on Information technology - Security techniques - Information security

management systems . Requirements. Published jointly by the International Organization for
Standardization (ISO) and the International Electrotechnical Commission (IEC).
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oh, A8 A ke Aelelsme) AL Atek 20179
5 ASIke] AR g ofn] 2xfslo] Slulrh HARAY Azt Hehel S19
B ohgol IR el AR FRE AR o B, Fholselas Al
H 918l P 59 AZE Wik ol y_ﬁdw 714l Fehes HHEe)
g S BR BEA I BiF el glEk meb SAlsE
o] Aelke
g

=)

N

L o=dz st AT A 7R3 sk $13el
gt -2 HRAS S35 ouz wholso|x, RHAR(best practice) & Sl
3 A AFH3] SolA Alrsle FAA ARE sl ZAxlel ot
= Aol am dlguske 4=l Wsteh elas ool w17 A
402 ngshe Hkle) Desie

(2) LEI=Hcl=2SY

AA ZHH 2] sldAl”] LR EAR-E I BIMCO»2E HISEE 7l sl
T 201653 "Adte] Ate]wHglel] A3H 7]‘°]E(The Guidelines on Cyber Security
Onboard Ships)& HE3}91t}33 7]-01501174 ARIAERARE B2 FedRel A 15
o) AP Aol Akl SR S BAEE sk SR AAE A
shal 2edshe el Hidt V1S Xﬂ"] L}U}. = —‘?4 33 Febde AEla, =
1o VS S, 9E elsh FAlshe Whe ek = v
S SRl Ale] AL WA Bslal digshe HAE ERRIEY Tlel==

3. United States National Institute of Standards and Technology's Framework for Improving Critical
Infrastructure  Cybersecurity (the NIST Framework).“ 23] : GUIDELINES ON MARITIME
CYBER RISK MANAGEMENT” MSC-FAL.1/Circ.3, IMO, 2017.

32) WHElE]-2-7(Baltic and International Maritime Conference)= A|A] Zt2] AutAidxl 2412 A
R g7 9 g2l vAR7HNGO) DAl 5 7IEe = AlA AAdHe] oF c0%7t 314
o2 7K 120702l ZA <F 1,9007] AAE 3He® T glth BIMCO &3 0]%]
<https://www.bimco.org/about-us-and-our-members>, (FZ4MNY: 201 69 219Y).

33) 2016 22 AAENE, A7 20181 129 A3Fhversion 3)0] LEHSIT, 7ho]= 24
2ol i3t BIMCOS] 770 sl-extdl= o2} 2tk . BIMCO, InterManager, International
Association of Dry Cargo Shipowners (INTERCARGO), International Association of Independent
Tanker Owners (INTERTANKO), International Chamber of Shipping (ICS), International Union of
Marine Insurance (IUMI), Oil Companies International Marine Forum (OCIMF) and Wortld Shipping
Council.

34) BIMCO, “The Guidelines on Cyber Security Onboard Ships”, ver 3, 2018, p.5.
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AtelH Bt 93] #|&H]l A3le) wet A2E -k AABE] sl Al
By Qe 20184l rRAHe R F7KE WE-2 Yt 2k

O Aluke] ok FA=|A] AE(Safety Management System, SMS)Hell Alolw] ]2
5 I A Wit FARPITe] k] @ °371%(Operational
Technology)®] $18ZAel Azt F71 AR Q) ARte] Efzw4+ I=iE 99
I 7I1F B @ A EAE el kxS $18h AdRke] Atelw] Alar

o Bk AT

(3) =HIM=S]|

SAAFHIACSYE DA dleAbde] o2 Hokel sl Aol
A|l2<Blel| A3 ATLTF- (Joint Working Group)e 7A33ke] Aulat #A=E Ale)
B Apare]l w3t A5l AR -SREe BAsl] $ieh 37t 20184 9ol
Wt 127 3EL] AlolHokdRE AARRE AtEo] Alolw A& Al
gk ARAQl SERRIANE ZFeS shet 71 BAe T gish 127l X
Abeke] W82 ofelje} k.

@O ARt 2] 2 A 2Ele] Sz Edel A2E 918 AN HA} Q) Az ES
718k 7)Ao di3t g AA BAl e =9 Aok @) A A
E] 7[uk Al2Ele] vaHAI gl @ Y ESIZ AR © dloE BE ® A
b AFE 7R 2Ee] B Bl @ A AHFE A AEe] JEY Bk
Al Al2E A @ RHFE 7ME Al2ER] A3 B 0 49F ¥ O

94 FAEAEG @ T A" AAEE o)y

[od

35) =HA|A153 3] (International Association of Classification Societies)= Z+=2] AFH37F FTE=4S
s FHIAE ] A8 T8 70 AFH3ET 19686 1090l AR ©hAlolek -
e 19889 68l 7131kt 202049 A 3983 12712 FAE T RIFAE,
ZFAAE, FEAE, I2olE|oMd, 240l 5YAFHDNV-GL), A=A, A, 3=
HAR), d8AF, Z=Ag, ofdE|oldy, BAloMdR), 1ACS &9 o) X] <hetp://www.iacs.org.uk/
about/members/>, (FE7AMY: 20 64 219).
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2020 3ell o3=e] sAdAlel] Abelw HF HF RL%H% SR bV ST
‘:]'.36) T Ak g Adulel] dsiA SAES Bl kg, Ak

Al B 5 1870 2] 817l dEell wigt AxkE Al biDP Bt Aduh
$A2E B3 SHsAPITe] A, B odAE s ErE BA A
F7k B T AbelHBERRE B 1SR B8 3Rl Alte] B Ale]d
Aol dst o5 2 RHAS 2T 3lgol A=

&‘E
N

) r& 0{

C'l"J o

. Y= A] ds

L =34 A3eRR ¢ F3jrlolH A A AH(CL3J0)

FAe] ATl BT Atel|aTe e’ Ae] Falje} ole o
g B z3lo] WA ow EAslA] ohie clsle] A$I(Al Risks) T

HF2 ek 711]9}"’1]/‘1% A7 es 9RE e gk =y 2001-0)F
ANEEGeAME BPFA Bl izt 2=l B8 HA 9 &do] Aok
wife] 7hestal "AA dlo|Bi(electronic data)®] EAl, A W3, AR, WHE
WA Aol w2 £AS EAl mx)d Eokom Mokl A4 siAkE.
Akl L= 7P ikl AbeE| AT A-AFEE 200316l =R
Al A] bRl qS]Ate]H A A F(CL380Y o3 o] ofIR- FAFFE,

36) TR, KR, #AlRte] AbelwEek H3Felgr, e Al 20206 349 444
712}, <http://www.maritimepress.co.kr/news/articleView.html?idxno=125562>, (ZZZHAY: 20
69 219).

59
i

37) Electronic Data Endorsement A (NMA2914) 25/01/2001
“l(a) This Policy does not insure loss, damage, destruction, distortion, erasure, corruption or
alteration of ELECTRONIC DATA from any cause whatsoever (including but not limited to
COMPUTER VIRUS) or loss of use, reduction in functionality, cost, expense of whatsoever nature
resulting therefrom, regardless of any other cause or event contributing concurrently or in any other
sequence to the loss.”.

38) Institute Cyber Attack Exclusion Clause (CL.380) 10/11/2003

1.1 Subject only to clause 1.2 below, in no case shall this insurance cover loss damage liability or
expense directly or indirectly caused by or contributed to by or arising from the use or
operation, as a means for inflicting harm, of any computer, computer system, computer software
programme, malicious code, computer virus or process or any other electronic system.

2.1 Where this clause is endorsed on policies covering risks of war, civil war, revolution, rebellion,
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axEglel 2273 7]e} Azt A" Fo| IS F= F%Has a means of
inflicting harmy 22 o] &3] me}l 22 27K oz oo 7|alsle] HAYsH
A &k wiARAg) 9 w8l disle] B3R TRERA]| ohsiel oiut A,
AAA 7l e A 9], Hi2l 52 5oFe R HEshs Afole HFE,
Lz Ege] Fo] FEAAY F7IE o]fE= A9t wWel A7) AbelH Adiw

HE8A @AL ofell mhE A, &, BlSEA S HARKH:

FAQ ool WSl digh vlgte] Al7|E7] ARG oE B, ABAE F
FEIZ sle] A3 #9010 AU AlAlEle] 1oz e 3ES 3§
= WEERE 79l ogt = Fsfell diste] KR AL AF7] Alelw A
ofe] W8-& At Idlz HislePo F AFEL IEE BT e
2 AME S 2ol A B3E A AR 5 dSA P 2 d5 24
xS B =42 Al aod AP F BE ARl dlE & 719
et offelx] "Rk et T FAZY 2, TH, fEElE W
Alo] BARRE AL A Abe]y] WA o] el wiel Rt ®IF
255 7538 ¢ dsAE dAH o - ol EAEH:

=3 7)80] AbolwE| AT WA oRe] W85 FFE] ol IEE WAATIE
s%has a means of inflicting harmy ©2 AM-EIThR= RE-o malo] H8o] A
Zpe] e v RFFHE] gk el Al FAel| e it 28
7t A FANEel ohd FApHARD Atelw FAe] whE el
ALEA] b e omd 4 ok Aoz P N(accidentalyi®) AleHE]

23] dsted BIAPEA Ql(non-affirmative), 32 FEZ ilent) WA 2 HAFS

insurrection, or civil strife arising therefrom, or any hostile act by or against a belligerent
power, or terrorism or any person acting from a political motive, Clause 1.1 shall not operate
to exclude losses (which would otherwise be covered) arising from the use of any computer,
computer system or computer software programme or any other electronic system in the launch
and/or guidance system and/or firing mechanism of any weapon or missile.
39) “any computer, computer system, computer software programme, malicious code, computer virus or
process or any other electronic system”.
40) 54T e FE2 A of3le Ao FAE onidict Ak B2 AR Al AF3s)e
2 3= 2Jule] ssystemic B2 AN (catastrophic) cyber eventTHE FEICh
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AFSE Aem AN o A% TS BAANIE % AAY A}
o AR SlgAl P ol W YSAYS WAL Tl w
AN BRI, Aol ALA] BEAP} BRAeRleE 5] Ade) &
She ARAZES] AT AL o] WA 2AT P Qe Whsel] e
Qo]

2. A7) w3k Adiader BRggdsis

Atele] A~z Ao e] Azt FAHQ] o8] Bt el HAste] o
o] FEESe el EEQHL 20169 1€l 3] A AEA
(Prudential Regulation Authority(PRA))< AREH TA4DE I 37 o]ojr] 2017
W 7ol Abel BE A F olehe ASAAMAE HEI T A A
AE B3GRt R0l 7€ BEAKY ARH R o xskA] ohsiu &
e Al T BAY TFsAdel st $3E EHAS 58] dEAGilent)
E2 BIRPI (non-affirmative)’ Alo]H B]2T49) PRl FAAsle] 7 HIPALEo]
Aamoz ol Weld e sldstalek WA, wApY (52 QEE) Aol
grmg B H3doz AP A B4, 7 B oSRs Sk A
At 2123 Ad3kKrisk appetite)s H2S] AT 2L A, B Aol
2|2Fe]| digt AEAS AR sl 753 A 55 &8Itk 20181
AR B A gHe B8l Gt ] sl digk Al g3
ApelE ARsIT, 20199 149 HiZoRplA] Z2he AMalS B3l B B3RS0

3

41) A5 U(affirmative) BAS] AlelHE| AT PR AR A} 7] BPFUL] BARIERG B
S50 Mx B} gksr) A4En, e s 2702 WAgs oA 78 (write-back
coverage) WAoo 2  FAEITL  (JS2018-001 Cyber Attack Exclusion Clause and Writeback,
JS2019-005 cyber exclusion with targeted cyber attack write-back 221119 5.

42) PRA, “Cyber insurance underwriting risk”, Consultation Paper (CP39/16), November 2016.

43) PRA, “Cyber insurance underwriting risk”, Supervisory Statement (S$4/17), July 2017.

44) “R|APEY AlelE| TRt BREFANA Ao R Al ATE EFsP ZL AlSEHA]

ohsh= A& Wil (non-affirmative cyber risk, ie insurance policies that do not explicitly include
or exclude coverage for cyber risk.)* (PRA, Consultation Paper (CP39/16), 1.6(b)).
Partner ReARe] AP Afulo] A Auljo] djAdel Atel] 2|ATE pdhs AMA 27170 B2
AL 9670 BEAEF 7%2] WA 2152 B SN 15| ojx]e} Aigle] Wsh=
RIAPER/HEA Ateld g]lAT HHE 928l FHEIIt(Partner Re and Advisen, “Cyber
Insurance - The market view”, October 2019, p.10).

- 230 -



s Aol 2Fel] A3 J=RP[qA ] oS3 Axbg =

WA Aleld] AT gRZ Q] A 4 gle ] kA ok dxE
= ZAA7)7] S13 AARE sistedor e AAF AxsIsdthe)

ZAE=e] Sl HSs] sl APRGA] ARIARAQ] Zo]=H A
A& 3)(Lloyds’ Market Association)i= AFo|¥] 2]AFof gt Wt 2k 52w
s 9% 7]—’é oRfe] A NS FAlslE 0 12E= 2020 19 197}
NAIE = A28 B3 FE(First-party property damage lines of business)yi)ol
o SYAES ZE nA) Aols] ATl AT 2T T T

& gslel WS aTslaleh olsh Blskd 20104 1194 AR 4%
o) Apols] mAyA Erokel WESIGI® o) hev) 4R} B oF
T2 uAPEA Abold] ] ATl wist TE-E HAIEE Marine Cyber Endorsement
(IMA5403)% oFta} AAJefko 2] Aefa] wAlE w8s] dli= Marine Cyber

45) PRA, “Cyber underwriting risk : follow-up survey result”, 30 January 2019.
46) Lloyds, “Providing clarity for Lloyd’s customer on coverage for cyber exposures”, Market Bulletin
(Ref: Y5258), 4 July 2019.
47) Energy 3 Fo3/3AL W, A3} A} AE, 71, HleRy 5 SRR AR BAdo] o
FoARE HNES dB8eH
Property Cyber and Data Exclusion (LMA5401) 11/11/2019, Property Cyber and Data Endorsement
(LMA5400) 11/11/2019, Marine cyber Endorsement (LMA5403) 11/11/2019, Marine cyber Exclusion
(LMAS5402) 11/11/2019. °]¢b= ¥Hx2 HAURGPAANA Zo]=E AlQq HPK} wAQl
IUA(International Underwriting Association)ol|A= HEe] A= *]’°]H']—’:\—?'5HEE]5‘~‘]QF"HCyber Loss
Absolute Exclusion Clause (IUA 09-081) 17/05/2019)2} #|3H] /‘*]'OIH‘]Z':‘?FH@Z—}}Q}:“’]'(Cyber Loss
Limited Exclusion Clause (IUA 09-082) 17/05/2019)2 ®ZgIc} A3k Alo|w|Lsm A ool A=
AFE AR ol et Aoz AT o2 SisA] oplalol Ao Afolui<calE el
oAy 3o guos WYY L WA s Ty
49) MARINE CYBER ENDORSEMENT
1. Subject only to paragraph 3 below, in no case shall this insurance cover loss, damage, liability

48

=

or expense directly or indirectly caused by or contributed to by or arising from the use or
operation, as a means for inflicting harm, of any computer, computer system, computer software
programme, malicious code, computer virus, computer process or any other electronic system.

2. Subject to the conditions, limitations and exclusions of the policy to which this clause attaches,

the indemnity otherwise recoverable hereunder shall not be prejudiced by the use or operation of

any computer, computer system, computer software programme, computer process or any other

electronic system, if such use or operation is not as a means for inflicting harm.

3. Where this clause is endorsed on policies covering risks of war, civil war, revolution, rebellion,
insurrection, or civil strife arising therefrom, or any hostile act by or against a belligerent power,
or terrorism or any person acting from a political motive, paragraph 1 shall not operate to exclude
losses (which would otherwise be covered) arising from the use of any computer, computer system
or computer software programme or any other electronic system in the launch and/or guidance
system and/or firing mechanism of any weapon or missile. (LMAS5403) 11 November 2019.
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Exclusion (LMA5402)50 <fZo]c}. E3] Marine Cyber Endorsement &FH-- 7]&9]
F3PrtogAmARzhCL3s0) T F7E 7o SHARE CFFER IT
A2®lo] I35 oF7|5h= $°%Kas a means for inflicting harm) © 2 AM-E|X] ok

7:‘—?*3}11:_ wAeR= EBelehl 2R8shA| o3k HERE RAkzskAlx)

A o) 3} Eg};ﬁi@ T WFEE sl & 202087 20219 A
SERE CQXOLE e AoR 39l ole} AT JAY =1 =
ZF=rpo] 979} 7ro| Aok ulfe] wWalslE Ea) ujrpbde Alojw] whno)
5180 we} 81 ohat AlolH =R AlF-E 3¥)shs Aok

322 1 SEue RN 58 ot

el SRS AREEA ARy es HAR ARIAE T
A glems 2] sRFA G =] st oo Wil &=
Ak =91E7] AR 53] A, dRd St 2ol ¥ Ik =g
23] AAe] oKl HEFRS] 7= AR BaAeke] 744
& 221% AA oEslke v I o] g AREAE] A2 siAARelH
22T ke fEyRl AloAkel BEARY] s iR Aleklx ZHlE A8s)
Al s, A= =] sl S7she B Afo 2Tl didt &)
= rgEEel oM ge] MAE 2] BEAel 8sle AL Tl o
2 HAEE olRt %ﬂliﬁ“l’@l e S Et oz} 73 Mt
N Aokl mAE kel wHEiA FES] olsielar S SRR A A
Akl olfdAAES I WSS Ffeke Zlol 3% WEdt RARAElE

50) MARINE CYBER EXCLUSION
This clause shall be paramount and shall override anything in this insurance inconsistent therewith.
1. In no case shall this insurance cover any loss, damage, liability or expense directly or indirectly
caused by, contributed to by or arising from:

1.1. the failure, error or malfunction of any computer, computer system, computer software
programme, code, or process or any other electronic system, or

1.2. the use or operation, as a means for inflicting harm, of any computer, computer system,
computer software programme, malicious code, computer virus or process or any other
electronic system. (LMA5402) 11 November 2019.
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% o}

51) sAAle B AT S ME e BASZ|SE s9] RARES 71EE Ak CL380)oA HAE =
HE F7IH(write back)dAHL, olell F7l5led Alo|MALT d-g- Wl E7]8, od3d=Al, Ak
wlAS, wWelul s 58 RAkHE AMES A5k Sl

52) s H, AN, A AL SEAREAEE], 2015, 4869,
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& Aol F AGHIC NSRS AR Hela Sleho bele] AR
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THER £ gele] QloiE $Eel weh on $5Ee] dslelt ks
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HRoOTS slefe) Astes FHS okl $pEel WAL A&
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AFoz Qg LalE MDAl UL TS ek 7N PR P
3) ROl sheisiA] ohIslNes FHsA ohdsialoleka sk Qi
2t el 71998l 19241 Se] L 9] Widoz ®HH of7|x Fol= et

T}
[e]
F2(due diligence) S 2m|3lt}s6) AYRE Fo= 1 ARSlel|x] HEQ] Al

L

53) ZPEE A794xelM 51 §2 ARFHFLTE offS} o] AT
TELL A7) == Aot T ouke] A ARgqle] Whek FA] vhge] ARl Hsle] ol
efabA] ohelda-S A ohsiH 5Ee] P4, dE = dFew % EEE e
Ade] ek 1. Alte] A s & 4= A & A 2. B AL A, AeAdER)
FdeFe By 3 AP WA Tl 255 AR el RS 580 4, 5
BES Sl8te] XA Aol & A

54) Z1E, s, Als WAL 2018, 2299,

55) o] 272 A3 2 AN13ME “before and the beginning of the voyage k3l TFAsLT 11 $-2

U} shelAle olsh 2] alMEc) @EE, AAMIAE, A2 WAL 2015, 2462)

International Convention for the Unification of Certain Rules of Law relating to Bills of Lading

("Hague Rules"), and Protocol of Signature (Brussels, 25 August 1924)

Article 3

1. The carrier shall be bound before and at the beginning of the voyage to exercise due diligence to:

56

N

(a) Make the ship seaworthy.
(b) Properly man, equip and supply the ship.
(c) Make the holds, refrigerating and cool chambers, and all other parts of the ship in which goods

are carried, fit and safe for their reception, carriage and preservation.
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57) dle]2 ¥ so]Zu]2mlgEel| maw Brkele) ule HAl 32 &k dis) Algst o5 vst
AEA Hat YA L 52 (I rulede] AAE T 9 FA)A A @l4x 18
i) SR 4T TR U 2 U clFolAoRln, 4T T4 AL A
o) Relob ek YA ofed Yl sHEs Dol e, bels] okpae
ql F7} opd ™l Fol2 Fdlh(William Tetley, Marine Cargo Claims, 4th ed, Thomson
Carswell, 2008, p.878-893).

58) 3, ZAA, 2484

59) ATHAGA, A FojolFe] el st wA, Fohys A2 Al2E, 2010,
206,

l.,
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ek e Al eksEe] 21 st FksEige] o Fel vlws)
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e A Q] HRE sk FA el AdH]l 7E glew
B4 3ol qleire] EAJsE Aol wlet Aoz AAIE oo} g A A
gk n} ik

(2) S=Ho| LS

TP AT RFsHFo Tl A 23S 19244 slle]l 7
-4 %%z‘s}u}. 5 a—% 1924»4011 eﬂl o)1 el AsteuEdzors Jﬁli

o Al A ol ek

damgold Aute] Aabdel iRt SARR 289 Belslel Polna
3} e TSI QlEke) FFARPUMIA 1906) AoFCR] 2k

Al w=m e R EReE Fele] AN A Bl F1E 5
S sl B4 slake] Aelelel B SR Ak o
o) el Gaaz el el Aupe] S2, Au], A9l 2 7)eh B2 Aol
A FRYRNE 2 el T ale] B Sl ek A 4
dioll QIgleml T Auke Zhatolela sgiche

600 <19 A5} A s gehon shRe) Yaps oIV sk A U

R PR A4S 1, 2390 YRS ) SRITO ojed BAT SN2 G
FAE Ot ALY, " R SR ?%-rrxd-J 2)ole} Rl AP AT Al2sd A2 %,

2009, 293%).

61) Marine Insurance Act 1905, section 39. Warranty of seaworthiness of ship.
(4) A ship is deemed to be seaworthy when she is reasonably fit in all respects to encounter the
ordinary perils of the seas of the adventure insured.
(5) In a time policy there is no implied warranty that the ship shall be seaworthy at any stage of
the adventure, but where, with the privity of the assured, the ship is sent to sea in an unseaworthy
state, the insurer is not liable for any loss attributable to unseaworthiness.

62) Dixon v Sadler (1831) 5 M & W at 414.

- 236 -



s atelutel el B ARl Bt Aabg

vk, 717H S E Aate] ojuist TA|] SIARIGIM = FHgte]eof
e FAERE Qefa Ak SitkAlssh. 717kl Heliris RaAok
o] AAE Aol Aduto] dlallFd 7FsAdel 9l ofd TRIRIQ] AdukafAt
7b 3 Aete] AelE BAIA Al 4 gl Wizl demg Auke] Bileh
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(3) Alojmzierd =ge| =H|

A AL} o8] st EEZ R E st AT Fejuielel] %
7hol =7} qu Alh e 2RISR, AbkagAlEe] el Aol 34
o Tsled A1FF AFeh=A ol 2XZ H3HA ohshs Ae| slgEy
sl oa ok o3se) el mem e g Aol A vlEs)
A%l ofs) Websledo} dt 7|Eg Ae geldel Weleld HeEs 3
TS BA M 27EE ele) ARe Tl s dujskel a4
Aleed AL Tefsle] oldiwt De) W Sulel gl Al Alale] A
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63) Jonathan Gilman (ed.), Armould: Law of Marine Insurance and Average, 19th ed, Sweet & Maxwell,
2018, paras. 20-35,36.
60 4 B T2 LGS S| i kel AT AR ST B0 A
e ok iy gl A A R SR ST T
& S sl 212 30 oAU el A9 ol e A A
= Zolglx & 4= 9lvh a2 8} (Gibson v Small (1853) 4 HL Cas 353, p.384.
65) The Lendoudis Evangelos {2001} 2 Lloyds’s Rep. 304 p.306.

o T kM
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A AAASM) el whE Atel el wSAHA} F AUR] 05 sitE}
AR sAtelHE T FRIAAIE E8isted Ault Skl BF 288l
& Zlolnt

ol A vt A So] Zn 2] mEw FelsEFe] o)
Al7lel w3l sl ANA] A = e TFAlbefore and at the beginning of the
voyage)' S 710 Slal qiEEl, AtelztatAel gk Aldz ® 82 fIEA
+ ZHEEEAMS] =3 «dsl] A A (during the voyage)’ oAl ZHeFAd
= FAREES sz Hlo| Asi=|ejof & Zlolrhen 71E FHeleTe]e) e
AZIE vl At slol Znl2m|pAelA ekl e A e we)
o] ol EAIAM iy 4A Af3b7] ofgly] wEald], Easte] st
o Az2f FAleTe] R e AMEAPTE LRl Al sk e
H dubH]l e HFole 8 AlelHiRlsEF R rRviA R
et 2 T53he Ao sk oA #el A AAeIA fAlEE Aol B
eletar Azgie}6nes)
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—

66) o8&, AA=E, 85~89.

67) o8, AA=E, 85~89w.

68) BE, 75T R s 3l A oz e, e =3 Al 2AE A 35
U 2L AL o 2FsEF RS FA RS Ao Mol oo mel 24412 x]$)7}
Y5 FekslA AolelRe $27F & = slek SRl 7iee] W el =F WhAg B
9] Afx 71EHE Y SYsRo B o2 & Wl o] A BoluRE k& Zlole)
Ed
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Usdtels AA| & DR A1 FFE] vlelzavt AHER oWdE
ol Aol o] Lol(proximate cause)©] oPdA] F-2 Alo|¥ FAe| wE
a7} 7Fed AR S 4% AR ARl 7113 HelA]
ke FAE A71E 4 Sl 53] sl Al S 3R sl
TAZE BAEE 22 sidelre] Al EAle] of2] R B3Rt A9t
WAL olell e sdRFA Gl WA= 22Tt W] wiEelwhe) FE
F=o] FrHeR A4y sRIAIME dIAHIE BAse S1%el
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A 2Rgol| ol WAsh= Esle] A TR Tk S A Az AR
AR e Flo] epet I Sdle] AuiH el &3 1A (dominant or
effective cause)S HATHlof Il FAJEIdTE AuiH oA EIPlA]e] of R
B ARel| wEi gedsfjol slstl, ool wisiMe AMITHAl, REekte] Wig,
AL f117be] A, AfiQle] AIZHA oA F TR 24ss rEfsjof 7
ok 7R olde] )le] HedEE= Aol wAlEE SRle] B FEIIE
o et 2l F dE7F R sdEtar v Zelo] A AR
A e gl BAEANL F 7HA o] 29l F shielks B3ef

O-

¢

rid

69) 74 s iRl eiMe] Al W1E A7, I=eEEEA] A7 A2E, et
2015, 374-375H.

70) Marine Insurance Act, Section 55 Included and excluded losses.
(1) Subject to the provisions of this Act, and unless the policy otherwise provides, the insurer is

liable for any loss proximately caused by a peril insured against

=

o

Az Qgshn Slek & Rk wake el waliae el Bedos 47 A
olzid, ofulgt sl MEALIs} ARRISAR AR A Al et A
£ ARe] EAlRkE & ol AT RAAL LS T o] |dolew shie] A st
A e Ae sk, ol RaAe] Mo f7E vkt 1% shte] el Adg
sjo] <ale] Helow sfelt siual Aol Fdol AYeA] e o] Slckw ek (3]
- flel = ssed A

71) Layland Shipping co v Norwich Union Fire Insurance Society {1918} A.C.350 at 369.

- 239 -



= HEFET 149 23 2020)

B4 ARGl AT A R WA wARSe] Pk B, $
Sfepol E7e] Bk ARRIzEAL Al weby Bkl 2 Al
o, ololl WalE 3 o]} Bed Aelely Azws)

3. AlelH g Aol i3t AP 714 H-87FsA

Level 3 oJAke] Ap&-&3kAute] AL Mule] QAW E SALZZA] = AMF
oAl AFstar o] F —’T—@%}"% 1874 ARk 2% = A3l 317 o
ol AEwEaddt 913 ] Agzior Adslof shar, o] IAelM Al
747 Tl FFE AlX 5 H A =25 si7zt 22 AlelElzI sl
9ol Ex0] H7| ﬁ = Aol et #17) & AtelwEA e <le At
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ol FsrE AEwAREE AYEe] EXgHA] dormw Kol A5
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As7} B Qlelo, Aozt 92) Abgst o] Tul2mlAeA SHa]
o) upell dal WAl o) 3171 wjel) AlolgACe Qg Aul 2]
T ARE wdel] ol AT T 4 9 Aol

S Adatolit At $le) Ak erhe sl
el ol S T R

G o4 WA ool TR 2 o, A Ao

72) Susan Hodges, “Cases and Materials on Marine Insurance Law”, Cavendish Publishing, 1999, p.345.

73) o|¥, AAEE 1129

74) AN, “214)7] A7) s8] wislel] wh s abge] AlEA - ZEleld, spc, ARt -,
AP AT A3sd A2z, =PRI, 2016, 1457,

75) ol AAlEE, 1134,

76) @ H"iﬁc‘l-‘ﬂ ol WM FAsHF e A1zl A= slort ol AR Al A3l

TESFE Aol Adat Hige] FAle ofER o2 3tk FelE i HHejie} A=

A AR fellsl o ere] H8s FEer of % vt R o= wiAlet 7L A
ZEA8le). HEAQl IR McKeever v Northernreef Insurance Co SA [2019] Lloyd's Rep IR
535°] $it

77 A&L, AAA, 3007,

78) A571He] Pt AR Fx oz P 9 el AllEotar ek (A, T8
"f}ﬂéé’;u A5, 2015, 4173,

- 240 -



s Aol 2Fel] A3 J=RP[qA ] oS3 Axbg =

ohd AR o]5-& 28t ko =z Al wl 7 uke] sAAjARY] Ax = FAS
SPe A3 AR v} olek o WaelN Eo] Ale] vl o] Abfuse
of violence), =3 ARgoll 3t #¥(che threat of violence) X & A4
O] %(the intention to use violence)®E 1 W= YA Fsleiriso shARE HA
Hoz Aol shddsl we Fe)z Bk feiteish 9ol B
< FEAME S AR Bt
Tref AtelHgA o] sHa<lel| sigsiAl ok #o] Lu|2m]E] A4z A2
3t (3 AT T3 9act of public enemies) B AP A796% A4l I
9 =9l Slek ol F Ashol APl $halel WAL T4 4+
= Zelek
Agdo] eRsalA] 9B= Level 3 FRIDAZZAMNT} Level 4 LZ—_];(}—W——,—SP/HI:J}O]
IR AN RS 5] sl ) A S by 7
T &S AtafRelAl X oz AESAIT) = o8 7‘]0]1:]-81)82)
ool wet si7o% QI3 TN Ak nel BT Aolch AT 1N
AL SPelre BE sl Al BAske A2 BrFsd Aleol7] diel At
oHHgk) At EASE 2L FoJFlar o]F FF3A] F3t g RIRHA
7

W

J fl
AS
iz
fu
S

oy
=
2
=
fu
=
010
_|_,

79) Republic of Bolivia v Indemnity Mutual Marine Assurance Co Led [19091 1 KB 785 & T

80) Republic of Bolivia v Indemnity Mutual Marine Assurance Co Led {19091 1 KB 785.

81) Kengo Minami, “The legal issues about autonomous ships in japanese law context”, "11th East Asia
maritime law forum;, 2018 November 3, 2018, p. 60.

82) A At ME5A l° = SAA el wie AP A 4 & AR o]F A
o2 A7) HEME F7H =2 228 Aelela A=

83) Wang Xin, "Legal Isuues of Testing of Unmanned Ships in Chain", "11th East Asia maritime law
forum,, 2018 November 3, p. 110.
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87) Alize 1954 and CMA CGM SA v Allianz Elementar Versicherungs AG and 16 ORS {2020} EWCA
Civ 293 (The CMA CGM Libra).
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88) ITC-Hulls(1/10/83)
6.2 This insurance covers loss of or damage to the subject-matter insured caused by
6.2.3 negligence of Master, Officers, Crew or Pilots
provided such loss or damage has not resulted from want of due diligence by the assured, owners

Or managers.
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{Abstract)

The UK Insurance Industry’s Response to
Martime Cyber Risk and It's Implications

Lee, Hyeon Kyun® + Kwon, Oh Jung™

Considering the harsh condition of the seas, maritime companies
has its own industrial risks which may cause sinking, stranding,
collision etc. of the vessels. The “perils of the seas’” were regarded as
traditional risks to be properly managed and controlled for shipping
business. Recently, as IT evolves fast, maritime industries are
challenged by new types of risks - maritime cyber risks. In terms of
vessel as a important facility in shipping business, she was regarded
as isolated units with limited access, and its traditional operation
technology is still in place. However, when the IT and OT
(Operational Technology) system is integrated and connected through
internet, the risk of cyber attack increases inevitably.

Accordingly, IMO has established management standards for
maritime cyber risks, and it is urging member countries to pay
attention to them with a resolution. In particular, IMO requested its
members to update the existing International Safety Management
Code (ISM code) by January 2021 with maritime cyber risk
management. International shipping organizations and ship associations
in each country have launched a verification service for shipping
companies with their respective maritime cyber risk management
standards.

Most legal issues that will arise as a consequence of cyber attack
will fall into a traditional legal frame work of the seaworthiness of
the vessel and causation under the principle of proximate cause.
According to the Korean Commercial Code, the carrier shall be bound

* Research Professor, Korea University School of Law, Ph. D. in law.
#% Principal Marine Underwriter, Samsung Fire & Marine Insurance Co.,Ltd. | Doctoral Course in

commercial law, Korea University.
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before and at the beginning of the voyage to exercise due diligence to
make the vessel seaworthy. Cyber preparedness would be taken into
account as a critical point to decide the negligence of the shipowners.

In the UK insurance market, cyber risks had been absolutely
excluded by the Institute Cyber Attack Exclusion Clause (CL380). But,
British companies have recently raised the question of the
effectiveness of the previous cyber attack exclusion clause (CL380). In
particular, each insurance company was asked to clarify the insurance
coverage requirements to deal with the damage caused by unspecified
cyber attacks.

In conclusion, not only the improvement of government laws and
orders, but also the shipping industry and maritime insurance
companies must prepare for the urgent maritime cyber risk with the
acceptance of international management standards.

Key Words : Maritime Cyber Risk, Cyber Seaworthiness, Maritime
Autonomous Surface Ship, Causation, Cyber Piracy,
Risk Management, Cyber Escape Clause, Non-Affirmative
Cyber Warranty, Silent Cyber Warranty
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